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We have reviewedthe Department of Deferse report titled " Expanding the Use of Electronic
Voting Techology for UOCAVA Citizers' of May 2007. We find the report quite troubling.

Although the report describesmary laudable waysto simplify voting for overseasAmericars, it
also appearsfundamertally to be advocatng for Ga complete Internetvoting systemO;i.e. one that
allows votersto cag their ballots on their own PCsard transmit themto the homejurisdiction
overthe Internet The report edimatesthatit would take between 24 and 60 months to develop
such a system, depending on recanmendations and guidelines

In 2003 the Departmert of Defense engaged our servicesto review its SERVE Internetvoting
project The projectwassubsequertly killedbecaise of the numeraus and fundamertal secuity
problemswith it that we documertedin areport we issuedin 2004
(http://www.servesecurityreport.org). We are concerned that this new report appearsto be trying
to perauace reacersthat SERVE wasa succesful project and that Internet voting canbe made
safeand secure. Unfortunately, it doesnot accurately reflectthe degree of concernthat we and
mary othershave expressed about Internet voting.

The new report includes(page 12) only the following selective quote from our report:

We wart to makeit clearthatin recanmending that SERV E be shut down, we meanno
criticism of the FVAP, or of Accenure, or any of its personnel or subcontractors. They
have beencompletely awareall along of the secuity problemswe described, and we
have beenimpressed with the engineering sophisticaion and skills they have devotedto
attemps to ameliorate or eliminate daunting security problems We do not believe thata
differently constituted projectcould do any better job thanthe current team.

Thes are about the only linesin our ertire report that were not critical of the SERVE project
Those commerts wereintendedto soften anotherwise harsh assessment, and to make it clea that
it wasthe tecmology, rather thanthe peaple, that we werecriticizing. Theimmedately
following serntencesfrom our report were not quoted, but they more accurately refl ectthe report
asawhole:

The real barierto succes is not alack of vision, skill, resources or dedcaton; it isthe
factthat, giventhe current Internet and PC secuity technology, and the goal of a secure,
all-electronic remde voting system,the FV AP hastaken on anessertially impossible
tak. Thererealy isno good way to build such avoting systemwithout aradcal change
in overal architecture of the Internet and the PC, or some unforeseensecuity
breakhrough.
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In fact, no such secuity breakthrough hasoccurred, and we remain convincedthat thereis no

way to secue Internetvoting. Perhaps thatis why the new DoD report resorts in some placesto
buzzwords insteadof substance. For example, the report claimsthat roaming digital cerificates
will be usedto combat cerain threas. While that may sound good to gereralaudiences the use
of such certificatesdoesnot address any of the serious problemsidertifiedin our SERVE report.

The IVAS system, dedoyedin 2006, wasa moded succesor to SERVE. Although it was
reviewed favoraly in the DoD report, it actually is moreinsecue than SERVE. IVASinvolved
emal and fax and did not provide any ercryption or authertication of ballots. Seweral parties
including anindependent contractor, werein a position to tamper with or dedroy ballots before
they werereceived by local eleciion offi cials. The DoD report citessurveys of local elecion

offi cials saying thatthey would use IVAS again. But while such surveys mayindicat interes by
offi cials, they say absolutely nothing about whether such a systemis actually secue. We believe
itisnot.

The currert Internetand PC architecturesareboth such highly insecue platformsthatit is
essentially impossible to develop a secure systemfor voting in federal elecions on them. From
timeto time some person or compary claimsto have OslvedOthe security problemsof Internet-
basedelections. Such solutions typically dealonly with some of the easer issues(voter
auherticaion, secure ballot tramrsmission) by using various encryption mechanisms. Invariaby,
the most diffi cult vulnerahilitiesareignored, defined away, or addressed with ineffective
gedures Suwchvulnerablitiesinclude insider attacks of various kinds, phishing atacks, DNS
attacks, spoofing attacks, viral and backdoor attacks, distributeddenial of service attacks, and
auomatedvote buying and selling schemes The purported mitigations listed on page 12 of the
DoD report areexamplesof ineffective gedures readng thatlist makesone wonder if the authors
fully undergand the gravity and complexity of the security issues

Most of the security problemswith Internetvoting are gereric to any PCard Internet applicaton,
and fundamentally have no effective solutions. Thisiswhy the majority of all email transmitted
overthe Interretis spam, and anegimatd50% of all Internet-connecied PCsin the world are
infected with malicious software degite more thanadecack of effort and immerse invegmert
by the worldOsigh technology compariesin trying to fix these problems. It isnot just that no
solution to the problemsof Internetvoting hasyet beendepoyed The real problemisthatno
fundamental solution is possible using the current Intemet protocols and the current PC hardware
and softwareplatforms. We do not articipate that the changesin the desgn of Internetand in PC
hardwareand softwareneededto support secure elecions will be forthcoming within the
foreseaahe future, ard certainly not within the five yea time spancontemplatedin this report.

In our 2004 report we mack the ca® against the SERVE Internet voting system. However, those
argumerts actually apply to any Internetvoting system,and so we repeatthemhere(in slightly
updatedform):

a) Parerless electronic voting systemshave beenwidely criticizedelsewhere for various
deficienciesand security vulnerahlities thattheir software is totally closed and
proprietary, that the softwareundergoesinsuffi cient scrutiny during cerificaton; that
they areegecially vulnerabe to various formsof insider (programmer) attacks; and that
they have no voter-verified audit trails (paper or otherwise) that could largely circumvent
these problemsand improve voter confidence. All of these criticismsapply directy to
Internetvoting systemsaswell.

b) In addition, Internet voting systemshave numercous other fundamertal security problems



d)

f)

g

h)

thatgereraly leave them vulnerale to avariety of well-known cyber atacks (insider
attacks, denal of service attacks, spoofing, auomatedvote buying, viral attacks, etc.),
any one of which could be catagrophic.

Swch attacks could occur on avery large-scale, and could be launched by anyone in the
world, from adisaffected lone individual to a well-financedenemy agercy outside the
reachof U.S. law. Thes attacks could reault in widegoread selecive voter
disenfranchisement, and/or privacy violation, and/or vote buying and selling, and/or vote
switching, evento the extert of reversng the outcome of mary elections atonce,
including the presdertial elecion. With care in the desgn, some of the attacks could
succeedand yet go completely undetected. Evenif detectedand neuralized such atacks
could have a devagating effect on public confidencein elecions.

It isimpossible to edimate the probahility of asuccesful cyber-attack (or multiple
succesful atacks) on arny one elecion. But the attacks we aremast concerredabout are
quite eay to perpetrate. In some cagsthereare kits readly availabe on the Interret that
could be modifiedor useddirectly for atacking anelecion. And we must considerthe
obvious factthata U.S. gereral election offers one of the mast tempting targets for cyber-
attackever, whether the attackerOsnotive is overtly political or simply self-
aggrandizemen.

The vulnerablitieswe describe camot be fixed by better desgn of Internetvoting
software. They are fundamental in the architecture of the Internet and of PCsand their
software. They camot be eliminatedfor the foreseeable future. It is quite likely thatthey
will never be eliminated without a wholesale redesgn and regdacement of much of the
hardwareand softwaresecuity systemsthatare part of, or conneciedto, todayOsnternet

An Interretvoting systemmight appearto work flawlessly in 2008, or whenever it isfirst
depoyed, with no succesful attacks detected. Unfortunately, but inevitally, a seaningly
succesful Internetvoting experimert in a U.S. presdential elecion would be viewed by
mary asstrong evidence that Internet voting canbe reliabe, robust, and secue. Such
rea®ning is asfallacious asa claim that our citiesaresafe from Odrty bombOattacks
becawse we have beenliving in citiesfor along timeand no such attack hasever
occured. Any apparertly successful elecion using Internet voting would encourage
exparsion of theideain future elections, aswell asthe marketing of Internetvoting
systemsto jurisdictions throughout the United Statesand in other countries

Just becatse no succesful atackis detected doesnot meanthat none hasoccurred.
Unlike military attacks, many cyber attacks, egpecially if cleverly hidden, would be
extremely diffi cult or impossible to detect, evenin cases whenthey change the outcome
of amajor election. Furthemore, the lack of a successful attackin one elecion doesnot
meanthat successful attacks would be lesslikely to happenin the future. Quitethe
contrary, future attacks would be more likely, both because thereis more timeto prepare
the attack and because expanded use of Internetvoting would make the prize of a
succesful attackmore valuatle. In other words, a Osiccessful Otrial of Internetvoting is
the top of a slippery slope toward even more vulnerahlle systemsin the future.

We certainly believe that thereshould be better support for voting for our military and for
citizersliving overseas Unfortunately, we are forcedto conclude thatit would be avery
serious mistake to depoy anlnternetvoting system Because the danger of successful,

large-scale attacks is so great, we reluctartly recommend against any Internetvoting until



both the Internet and the worldOs$iome computer infrastructure have beenfundamertally
redesgned

Compounding these problems, companiesselling Internet voting systemsalmost invarialy claim
that the softwareis proprietary, and refuse to pemit examination and evaluation of their systems
by independert experts. We fully expectthatif this projectgoesforward, whatever compary
winsthe contractwill make exaggeratd secuity claims, asothers have in the pag, and declineto
permit independent expertsto attemp to verify those claimsand publish the reaults.

We undergand the importance of providing military and overseasU.S. citizers with the beg
possible accesto absenteevoting. Many of these peqple areputting their liveson theline to
protectour country, and we support marny of the measiresin the new DoD report that will make
voting easer for them. But, we would do them no favor by providing themwith a flagrartly
insecue and inauditable method of voting. We believe it would be irresponsible to put our
demacracy atrisk by allowing votesto be trarsmitted over the wide-openand insecue Internet



